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Jeffrey Mervis wrote an article entitled "Not so fast," published in Science (1).  The 

safety of autonomous vehicles must be largely enhanced because they are connected 

vehicles.  Connections of autonomous vehicles create new security issues.  Data from 

a variety of sensors will be used for controlling an autonomous vehicle.  The third party 

may be able to create forged signals for disturbing and/or hijacking vehicles.   

Autonomous vehicles must prepare for jamming and spoofing attacks.  Autonomous 

vehicles use GPS sensor, millimeter wave (MMW) radar, LiDAR (light detection and 

ranging) sensor, ultrasonic sensor, and camera sensor.  For example, GPS spoofing 

became very popular after Pokémon GO hacks. GPS signal spoofing can be easily 

achieved (2, 3).  We must prepare for jamming and spoofing attacks against GPS, 

MMW, LiDAR, ultrasonic sensor, and camera respectively.  Details will be described (4).  

If we could overcome the problems of jamming and spoofing attacks, dystopian views 

about autonomous vehicles will be eliminated. 
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