Moths spoofing against bats can be used as adversarial attacks against

autonomous vehicles
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It is amazing that Moths can protect their lives by spoofing against bats
(1). There are three kinds of adversarial attacks against autonomous
vehicles (2,3,4,5): jomming (generating noise) causes “denial of service”,
spoofing (crafting fake ultrasonic echo pulses) causes altering distance,
and quieting (diminishing original ultrasonic echoes) causes hiding
obstacles. The discovered fact published in the paper (1) is equivalent
to the second adversarial spoofing attack. In nature, quieting/jamming
technology can be discovered in the near future?
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