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Once submitted, OMB scores each business case between five and one.
I
Scoring Element Score Scoring Element Score
Supporis the PMA Items (lA) Risk Management (RM)
Acquisition Strategy (AS) Performance Goals (PG)
Program Management (PM) Security (SE)
Enterprise Architecture (EA) Performance Based Management System (PB)
Alternative Analysis (AA) Life Cycle Costs Formulation (LC)

OMB Clreular No. A-11 2002

Business Case (BC) Total Score=____

5 Meets program requirements, aufomatically recommended for funding

4 Meets program requirements and most of the business case requirements are recommended for funding and . but agency
instructed to continue improvements in weak areas

3 Can improve to a 4 or degrade to a 2 rather easily

<3  Notrecommended for funding

lOMB Circular No. A-11 2002
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NHOMN> TWVRWEHEN L WD

Mﬁﬁdmmt%;)74ﬁ%%bkm ElE. A - thoFKR A~ DRIz D7
MDHZELERBBTRETHDH, BHEOEHY — L& LT, deﬁxﬁfniwf@w
Lok, MEgEtEREY —, RERAREY —L, KSARMY —Lv, T—4% « X U
— A =L EThDH, Flo. IOV =)L, WITEFWICT v 77— T 5%
N D, BEDOTANAHE Y 7 72T 13T _RTCELENSTH -7,

BETHHLOEX 2V T 0 5
X2 VT 4 OFMEOHSLN, —HLIZRO 4 SOBMEFF> T D, (4 DDk
LC. KENFEFOEX =) T 4 B{EH. Whitehouse @ CI0, KEDLFX = VT ¢ BILE.
X2 U7 REEECORELDT T A _— NaZiZz il L iR L)

1. WEdsrEo 722427 0S I FHRAELAAE L7\ LR 4272 0S DOSERICIZ E PRI AR 0 5,

2. BUED 0S OMasatez s 23y F 4 FHIFIC T X TO T AT MM 2 DIEA
ARETH B,

3. BITEOT v FIANAY T NUZTIE, VI3 F v —FHROD, HLWLT A LR
ESSPUY/AY S W/ N AN

4. BUED IDSIZHZ2DT 7 —L03% <, B TIEZ < OLARITL > TH2RUY,

INLDOASDOEFERE 2, FEHOITEX 2V T 4 MEEMRT D TEEEZEL L,
CTICRETDOIH LVEX 2 U T A JIME S ZEHE LD Ry FEaYTHT el (k
X2 UT 4R — VI EET), IS W) HETH D, BETDLFEIL, 0SIT 8y F
BHTIEVERTLHZ L, BHTE 2R F1ETH L, BIED 0S O—F FOREE
DT NAARTANR=THsb, BIERXOIELDT A ARTANRN—%, —DODOREREIZT S
EL IRt VT g (RIANRN—T T E) RTELNRDLH, RIANRN—DUZT L%
DFEEDRAT D72012, WaFgrtko & A 7 & ffht L Tl

200348 H29HDOIEET, et EDX A TR ENLS BVEH ST
DO, FHE L CTHhIz, FBRITKOLEBY TH D, NIST OYadsth A ¥ X—2 & fli> TR~
D&, — NOHEREE S MEFFEOREN 1 3 3 9EFET 5,
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F2 Weggtk 2 A 7 L Mags ik

fesstkod & A 7 faga R Jb— b ORHEIR % %8 5 e g5 M EL
buffer overflow 1269 520
format string 153 70
metacharacter 155 58
race condition 145 52
boundary condition error 254 32
directory traversal (..) 309 17
Cross—site scripting (XSS) 190 14
unknown 74 7

—HFHHEICT — 20y =i D FEIL, buffer overflow OFHTH Y,
Hegs iRy 1 2 6 9H T, /b— N OMEIRZ % 5 Hags %y 5 2 O il L RIS Z N, 20
03#1HMDS 1 amme rX°8 HICEIE L7z Blaster 72 £ b[AER7R buffer overflow %
FIHLT, VAT AREELZGISEZIL TS, 2FBIZZWVON format string error @
FHTA— N OHERZ % 5 IfagaPEEAs 7 0 8, k23 metacharacter Z 2872 LT 5 81,
4 & H ) race condition ZOW/=FIETS5 248, 5ZFH L boundary condition error T
3 2. 6 & HiXdirectory traversal L FEEIN A dot DFHT1 7{H., 7% H L cross—site
scripting T1 4, Lo T RWFONTHEHTH S,

—ERRELZ LT, ZOXIRFOEFSRVIETHLHA, FH LIRS HE
2R HEFRMEDTF A TH D, buffer overflow (2B L CHIEMIE L T\ D, T OBEZ A i HLIZFL
HI 5,

buffer overflow ZF|H L7z ARIEa— ROEITIE, 70/ T ARFETINDH & X
fEHESNDAS v 7 EMHIND “TurI~—N0NbE 0 EMLR GRS
BNEFIHLTWD, 07 T ANFETENDIRE, Tul T LRI ETIELLD
WCHESNEY 7 —F VEBEENERH NS, 20T 77 A bE LT
RT3 A—% (argument) & ZDRAENTHMAT 5,37 A—% (local variable),
BI, O Lt ~RE D08 2 f54F L7z return address (instruction pointer) ZfkE-
THEITEND, WH, ZHOOREBROETHK T T 5 L return address (T8 SHV7ZFEON
LItD ATV ZERNOETMEICE SNETA MRS NS, Lo, ZOOH S
BRNOTa T T AOEY FICAREENH S &, return address % local variable OfE{RHE
WZ2EXT 5 LRWCEALL TR T EHEXT LI LNAMETH D, W return address
Da—RFOEZBWMZITIEK L2V a— ROFTEHZ 025, buffer overflow Z L L7z
Ta s T NIEE TR ST AORERFEITRIEL 20 . BAIC Lo T T B 7 T ARREE,
HOHNNIMEILTDHZENFRETH D, LrL7MR D, return address Z EXAIIZ H 5353 H
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BLEa—FRCRTZENTRETH L2 OIE, BRESNUIEARERI— RPRERI & LT
DRLFITFATSNTLE S, Slammer [ZRESND NNy 7 7 A — =7 1 —{Z K D Megstk
ERVIZHRIIZONEZHEM L, BABRERT 53— F2ETSETW5,

Buffer Overflow

( Memory Space) ( Detail of Stack )
i Argument M e ATOUMENE
J/ e AEES K ; Return Address
" Gk DE BT l' (instruction pointer)
N ’ L
Sy GrowsDownward 47 Buffer| Overflow

ﬁ;‘)""\w’%w d Buffers
Heap Dat%a\ (local variable)

Static Data Area

opy

Program Code

6 Buffer overflow (Z X % return address DRFEE

Z DX 57 buffer overflow (XD RIEZ— FOFETIL, 7077 LOFETEZEHL T
50 SIFEL LLRWREETHD, ZORET— ROFETEPIZIL, reteurn address
DY E Az ARG < Hd DUVNIRETT 2 0D IER ICEBERE E 725, ITF, ZOME
DR IFIEIHK LT, O S HHIEEZE M 2 5 5% (Openwall Linux kernel patch project)
R334 7 BHIT buffer overflow %[5 < & 5 72fh#A (GCC extensions, libsafe,
propolice, stackguard, libmib, MS .net compiler) Z#Hi L TWA R, WIFN bi%4 457
077 53— ROERBINY BV RBRKELRD, DFED | XRS5 F TITEFH
DD Z L& £ LT, buffer overflow &9 LR FIEIC LB D LT RAMOKEC
X LTI OZNR G 7o 2 & BRI /e > TV A,

ez, EITRICBITAAETY AZ v 7 N return address ~Degx X AR5 IE &
MEAT S, FI7A4 23— =7 (Driverware) &\ 9., B LWHEINESZFRIH L T AT
LZBAFE LTV D,
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(Protected Stack by Driverware)

Driverware Stack Protection

Application

Memory Space

Stack

Stack

Call

-
- Buffer in Stack

AY

AY

A
Return Address

A}
\

(Attacking malicious code)

Application

Buffer in Stack

Dummy DATA

Malicious CODE!!

Invalid Memory Ac¢ess

Call - ol_nly Winsock _ Notification
ction
Trap & I:|
Loadin Manage'mem y] 9 User Mode
= i i Vv Kernel Mode
Driverware™ Driverware™ Process
with File System Filter with File System Filter [ Handling
NDIS
File System Driver File System Driver j
1 Software
Hardware
i i e ———
hardware Exec
I File
Slammer
Virus

7 Driverware |2 XD A X v 7 LR - fin HFEHE DR X

Driverware Stack Protection Y A7 A%, BEIFEONN— R =27, . OS,. 7 U r—T g
VI RN 2T 2R ERT L2 ERFIHTE 2B ANEa— RIS AT LA TH S,
TV r—3gy V7 M7= T2 buffer overflow OMaggthZ > T\ & LTH.,
Driverware Stak Protection A7 A3, 717/ T AORBRHIAE 2 — RFETEHRTO
D DEBIT ZATV, RIEa— RRFATINHENIHEIH L, ANERa— FOFITEERIC
METDHZ EDHHEE 2D,

RET L FEX RO 72 F ¥ FR TR, et 2RO TH D,
BRIT DL, BETLFET, OSEZERLED, RyFahTTniadTh, OSPYV
AT LEFHIENTELEYNFIETH D, 5%, BEFIELFELL TH 6 BRI
T HTETHD,

KimXLzwfimd e, BOLLTELEL AN EHEEST LTI, X2
T 4 OBURZHHE L Z OXPRZ RS L CTRACHIGT 2 2 ENEHETH D, BRR N —
Kyxzr, V7 =7, @EEHREIHY 2NV EE2BE LT, VAT LAZFHHBES
EThHo, HERICESS BT A RS2 BRI RETH D,

2% 3CER
1. “The National Strategy to Secure Cyberspace”. KI[EBUHf

2. “National Strategy for the Physical Protection of Critical Infrastructures and
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Key Assets’. NKIEBF
. NI STOMggMHERAZ_X—R « —F T (http://icat.nist. gov/icat. cfm)

. http://www.openwall.com/linux/

3

4

5. http://www.openbsd.org/33.html
6 . http://www.gnu.org/software/gcc/extensions.html

7 . http://www.research.avayalabs.com/project/libsafe/

8. http://www.trl.ibm.com/projects/security/ssp/

9. http//www.immunix.org/stackguard.html

1 0. http://www.mibsoftware.com/libmib/astring/

11.
http://msdn.microsoft.com/library/default.asp?url=/library/en-us/vccore/html/velrfGSBu

fferSecurity.asp
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